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Program

e Definice

* Vztah mezi Forensic Computing (FC) a
Computer Security (CS)

» Potiebne znalost a védomosti
* Technicke, legalni a socio-politicke
problémy a otazky

* Expertni Systemy?
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Definice
D

Forensic = ‘used in or connected with court of law’

‘The process of identifying, preserving, analysing and
presenting digital evidence in a manner that is legally
acceptable.” (McKemmish, 1999)

‘Gathering and analysing data in a manner as free from
distortion or bias as possible to reconstruct data or what has
happened in the past on a system.’ (Farmer & Venema, 1999)
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Definice

* Dva mozn¢ pohledy
— technicky (Farmer & Venema)
— pravni (McKemish, Sommer)

« Kde se FC uplatni
— criminalni, 1legalni a dalSi nevhodné ¢innosti
e Taxonomie

— definuje FC jako védeckou disciplinu
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Taxonomie

| nformation
Systems

Forensic
Computin
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Vztah mezi FCa CS

-
Myt - FC je pouze jin¢ jmeno pro CS
— Priklad 1. - détska pornografie
— Priklad 2. - vyhruzna e-mail
* Fundamentalni rozdily
— proc

— kdy

— kdo

— pro koho
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Fundamentalni rozdily

e ProcC

— CS ochranuje systém proti napadeni, zneuZiti
atd

— FC vySettuje vysledky takové Cinnosti
« Kdy
— CS 1dealné v realném Case

— FC obvyke “post mortem”
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Fundamentalni rozdily

* Kdo
— obvykle pocitacovy odbornik
— muze byt také, ale mnohdy ne

 Pro koho

— kdyz presentovano, tak odbornikiim

— obvykle (a hlavné v pripade soudni evidence)
presentovano laikiim
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Fundamentalni rozdily

* Fundamentalni problém

— CS systemy mohou byt obejity systémovymi
administratory (root v UNIX)

— Integrita a casova naslednost evidence je
absolutn¢ nezbytna v FC!!!
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Taxonomie

| nformation
Systems

Forensic
Computin
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Znalosti a vedomosti
)
e Pocitacove systemy
— computer security
— operacni systemy a aplika¢ni software
— systémove programovani a programovaci
Jazyky
* Pravo
— specializované pocitaCove
— kriminalni, civilni a tzv. “soft”
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/nalosti a vedomosti

* Informacni Systémy
— strategicky management
— policies
— vzdélavani uzivatelu

* Socidlni védy

* A dalsi...
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Problemy

* PocitaCove systemy a security
— Technicka teSeni nejsou vhodna pro pravni

proces

* Intrusion Detection Systems
— rychlost, spolehlivost, legalnost...

e P¥iklad: Utok na Rome Labs

— Christy a Sommer

— Nepfipravenost administratoru
 Piiklad: CodeRed Worm
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Problemy

* Pravo
— ruzné zakony
— vhodnost electronické evidence jako pravni
diukaz “per se”

— rozdil mez1 védeckym dukazem a pravnim
dukazem
* pripustnost

e vaha
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Problemy

* Informacni systémy
— rozhodnuti managementu

 “pull the plug?”: Mitnick versus Microsoft koncem
2000

e policies
— vychova uzivatelu
» Priklad: pouzivani “volnych e-mail systému”

 Priklad: e-mail a virusy, faleSné virusy (hoaxy)
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Problemy
B
* Socialni védy
— ochrana soukromi
* PGP, KeyEscrow, Carnivore
* European Convention on CyberCrime 2001
« Priklad: rusky Spion v USA
— Neobvykl¢ formy obhajoby
 Priklad: Kelman (UK, hacking addiction)
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FC a Expertni Systemy

 Vhodnost?
e Jak a kde?

— vySetrovatel
— soudni expert
* Problémy
— ruzne¢ jurisdictions
— rizne systémy (UNIX, MS)
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